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A novel method proposed detects and identifies faulty sensors in dynamic Jystems 
using a subspace identification model. A consistent estimate of this subspace model was 
obtained from noisy input and output measurements by using errors-in-uariables sub- 
space identification algorithms. A parity uector was generated, which was decoupled 
from the system state, leading to a model residual for fault detection. A n  exponentially 
weighted moving auerage (EWMA) filter was applied to the residual to reduce fahe 
alarms due to noise. To identify faulty sensors, a dynamic structured residual approach 
with maximized sensitivity is proposed which generates a set of structured residuals, 
each decoupledfiom one subset of faults but most sensitiue to others. All the structured 
residuals are also subject to an EWMA filtering to reduce the noise effect. Confidence 
limits for filtered structured residuals were determined using statistical inferential tech- 
niques. Other indices like generalized likelihood ratio and cumulative uariance were 
compared to identify different types of faulty sensors. The fault magnitude was then 
estimated based on the model and faulty data. Data from a simulated 4 X 4 process 
and an industrial waste-water reactor were used to test the effectiveness of this method, 
where four types of sensor faults, including bias, precision degradation, drip, and com- 
plete failure, were tested. 

Introduction 
Existing nork in sensor validation can be divided into three 

categorics: ( i )  gross-error detection and identification based 
on open-loop first principles models; (ii) closed-loop observer 
or Kalman filter-based sensor fault detection and isolation; 
and ( i i i )  multivariate statistics based sensor validation using 
methods like principal component analysis (PCA) and partial 
least squares (PLS). Usually, three tasks are involved in sen- 
sor validation, including detection, identification, and recon- 
struction of the faulty sensors using available information. 

Published work in gross error detection and identification 
is reviewed thoroughly in Crowe (1996). Mah et al. (19761, 
Stanley and  Mah (1977, 19811, and Romagnoli and 
Stephanopoulos (1981) are among the early works in gross 
error detection and rectification in chemical processes. Crowe 
et al. (1983) propose a matrix projection approach to elimi- 
nate unmeasured variables present in the balance equations. 
Rollins and Davis (1992) propose an unbiased estimation 
technique (UBET) for the estimation of fault magnitudes. 

in 

Dynamic gross error detection is studied by a number of re- 
searchers (Albuquerque and Biegler, 1996; Karjala and Him- 
melblau, 1996; Liebman et al., 1992). These methods typically 
formulate the detection of gross errors as a nonlinear pro- 
gram. Because a nonlinear model is involved, the computa- 
tional cost is high and the unique identification of the gross 
errors is often not guaranteed. 

The literature of fault detection and isolation contains a 
plethora of methods for sensor validation, which often treats 
sensor validation as a specific task of the general fault detec- 
tion problem. Most methods in this category are based on 
dynamic state observers or Kalman filters. Deckert et al. 
(1997) applied redundant hardware sensors to detect and 
identify abnormal sensors in an F-8 airplane. Chow and Will- 
sky (1984) used state space models to generate parity equa- 
tions for fault detection and isolation. Frank and Wunnen- 
berg (1989) used unknown input observers to deal with 
process and sensor fault detection and isolation. Some of the 
methods reviewed in Frank and Ding (1997) are relevant to 
sensor validation. The use of process parity equations to gen- 
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erate structured residuals is described in Gertler and Singer 
(1990). Gertler (1991), and Gertler and Kunwer (1995). A 
structured residuals approach with maximized sensitivity tor 
fault isolation at steady state was proposed by Qin and Li 
(1999). 

The use of multivariate statistical methods for sensor vali- 
dation received significant attention. Originally proposed as ;I 

process monitoring technique in Jackson (1991) and Kresta et 
al. (1991), the PCA and PLS methods arc effective for sensor 
validation based on normal process data. Sensor fault identi- 
fication is made possible by the use of contribution plots 
(Miller et al., 1993; Tong and Crowe, 1995) and a sensor va- 
lidity index (SVI) via reconstruction (Dunia et al., 1Y96). Re- 
cent work by Gertler et al. (1999) uses a set of PCA models 
to enhance fault isolation. The work by Tong and Crowe 
(1995) is among the first to apply PCA to analysis of the model 
residuals. Relations between several principal component 
tests and other traditional tests arc also given. A relatcd 
data-based method is the use of auto-associative neural net- 
works as a nonlinear PCA for sensor validation in Kramer 
(1991). Fantoni and Mazzola (1994) apply the work of Kramcr 
(1991) to the scnsor validation of nuclear power plants. In 
these methods, quasi-steady-state models are used to detect 
sensor gross errors. 

The fact that existing methods for sensor validation re- 
ceived only restricted use in practice is due to one o r  several 
of the following limitations: (i) an accurate first principles 
model is required u priori; (ii) there is not enough sensitivity 
to uniquely identify the faulty sensors from normal ones; (iii) 
the methods are not robust to process disturbances and other 
measurement errors; and (iv) only a quasi-steady-state situa- 
tion is considered. In this article, we propose a new optimal 
method for the detection and identification of faulty sensors 
in dynamic processes using a normal subspace model. This 
model is consistently identified using errors-in-variables (EIV) 
subspace model identification (SMI) algorithms (Chou and 
Verhaegen. 1997) from noisy input and output nicasure- 
ments. This method can also be applied to dynamic modcls 
built from the first principles. Given a normal process model, 
we generate a parity vector that is decoupled from thc system 
state and contains a linear combination of current and previ- 
ous inputs and outputs. By manipulating the parity vcctor, wc 
generate a residual for fault detection. An exponentially 
weighted moving average (EWMA) filter is applied to the 
residual to reduce false alarms due to noise. To  identify which 
sensor is faulty, a dynamic structwed residual approach with 
maxirnizedsensitiuit), (DSRAMS) is proposed to generate a set 
of residuals where one residual is most sensitive to one speci- 
fied subset of faults, but insensitive to others. All the struc- 
tured residuals are also subject to EWMA filtering to reduce 
the effect of noise. The confidence limits for these filtcrcd 
structured residuals (FSRs) are determined using statistical 
techniques. By comparing the FSRs against their respective 
confidence limits, faulty sensors can be readily identified. In 
addition, in order to identify different types of faults. other 
indices such as the generalized likelihood ratio (GLR) and 
the cumulative variance (Vsum) arc applied and compared. 
After the identification of the faulty sensors. the fault magni- 
tude is then estimated based on the model and faulty data, 
and the faulty sensors arc reconstructed. Data from a simu- 
lated process and an industrial wastewater reactor are used 
to test the effectiveness of the proposed scheme. where four 

types of sensor faults, including bias, precision degradation, 
drifting, and complete failure are simulated. 

The design is described of  a model residual for fault detec- 
tion that is decoupled from the state variables. Details of  the 
DSRAMS method for fault identification are given, including 
fault identification indices, the optimal estimate of the fault 
magnitude, and the reconstruction of faulty sensors based on 
the normal model and faulty data. An errors-in-variables sub- 
space identification approach tailored for fault detection and 
identification is proposed. Two case studies on a simulated 
dynamic process and an industrial wastewater reactor process 
are carried out before the conclusions are given. 

Fault Detection in Dynamic Systems 
A state space model is used to formulate the dynamic fault 

detection problem. In the formulation we assume measure- 
ment noise is present in both output and input sensors. 
Process noise is also included in this formulation. The model 
can be derived using a subspace identification method that 
handles the errors-in-variables (EIV) situation (Chou and 
Verhaegcn, 1997). but it can also be derived from first princi- 
ples. Since in model predictive control applications a dy- 
namic model is already available. we will also discuss the use 
of a dynamic transfer function model or finite impulse re- 
sponse (FIR) model for fault detection. 

Model and fault representation 
A general errors-in-variables dynamic process model can 

be represented by the following state space formulation (Chou 
and Verhacgen, 1977) 

x ( r  + 1 ) = A x ( [ )  + B [  U ( f )  - L ’ ( t ) ]  + p ( t )  

y ( t )  = C x ( t )  + u[ u ( t )  - L ’ ( f  ) ]  + o ( t  ) ( 1 )  

where u ( t ) E  a’, y ( t ) ~  a’”. and x ( t ) E  a‘’ are input, out- 
put and state variables, respectively: A .  B .  C and D are sys- 
tem matrices with appropriate dimensions. d t ) .  o ( t )  and p ( f  1 
arc input, output and process noises, rcspectively. By manip- 
ulating Eq. 1 ,  we obtain 

y , ( t ) = r , x ( l  - s ) +  H , u y ( f ) -  H , p , ( t )  

+ G,P’ ( t )+  o , ( t )  ( 2 )  

where the extended observability matrix r5 and other niatri- 
ces are defined as 

r, = 1 f ] E & l ? J / ’ J  

CA’ 

H ,  = 

I:, 
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r o  1 and denoting 

The Cayley-Hamilton theorem gives 

The extended vectors y,(t), u,(t>, o,(t), p&>, and u , ( t )  are 
defined similarly in the following form 

Y A t )  = 

Further, m, = ( .F + l)m, n, = (s + l )n ,  I ,  = (s + 1)1, and s 5 n 
is the observability index. 

Defining 

(7) 

we can rcwrirc Eq. 2 as 

If a sensor is faulty, its measurement will contain the nor- 
mal values of the process variables and the fault. Therefore, 
we represent the input and output sensor faults as follows 

where 

is the fault-free portion of the variables. The matrix B ,  E 

f , ( t ) E  a', is the fault magnitude vector. To represent a sin- 
gle sensor fault I ,  = s + 1 and =, is an (m, + l , ) x ( s  + 1) ma- 
trix, which is multidimensional. This is different from the 
static fault detection case in Qin and Li (1999) where a single 
sensor fault is unidimensional. Furthermore, actuator faults 
can also be represented in this form, but in this article we 
mainly consider sensor faults. 

Since s is the observability index, it is necessary and suffi- 
cient to have (s + 1) blocks in the matrix r, and Eq. 8 in 
order to completely represent the redundancy of the process. 
This can bc shown by denoting the characteristic polynomial 
of A as 

@(,?Z>+ /$ )X / ,  is ' orthogonal representing the fault direction and 

I1 

IAZ,? - A /  = akAh 
k = l  

@r, = o 

Therefore, prcmultiplying Eq. 8 by @ gives 

which is equal to zero in the absence of noise. Equation 10 
provides m equalities to represent the redundancy among the 
input-output variables. If more than (s + 1) blocks are in- 
cluded in r,, the additional blocks will be dependent on the 
first ( s  + 1) blocks. If fewer than (s + 1) blocks are included 
in r,, the represented redundant equations could be less than 
the number of outputs m,  which is insufficient. 

Fault detection 
To use Eq. 8 for fault detection, we must eliminate the 

unknown state vector x ( t  - s). We denote ryL E @ " ' ~ x ( m * ~ - ' f )  

as the orthogonal complement of r, with linearly indepen- 
dent columns such that 

Pre-multiplying Eq. 8 by (r,-)T leads to 

where 

Chow and Willsky (1984) used this model to eliminate un- 
known states. This technique of eliminating unknown vari- 
ables is also used in Crowe et al. (1983) for steady-state data 
reconciliation. 

The matrix r,' can be derived in several ways. If the proc- 
ess matrices { A ,  B,C, D) are known, then we can choose 
(r 17= @ using the Cayley-Hamilton theorem. In the case 
that an SMI method is used to identify the model. we need 
only to identify B, directly from the data, avoiding the need 
to estimate the { A ,  B,  C ,  D}  matrices. This approach is more 
practical and will be discussed in detail later. 

Substituting Eq. 9 into Eq. 11 gives 

where e * ( t )  = e ( t ) l f , = o  = - H,u , ( t )+  G , p , ( t ) +  o , ( t )  is the 
model residual under normal conditions. Since e " ( t )  contains 
the measurement noise and process noise which are Gauss- 
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ian, e * ( t )  is also Gaussian (Anderson. 1984) wc can use the following augmented matrix 

Consequently, 

e * T ( t ) R c ,  ' e * ( t )  - ,y'(m, - n )  

to rcplace the subspace model B, in Eq. 11. If the system 
model is described by an FIR model, we can replace the sub- 
space model in Eq. 11 by 

(16) 

is the covariance matrix of e * ( t )  and can be estimated from 
the normal process data. Therefore, we can define the fol- 
lowing fault detection index 

d =  e ' ( t ) R ; ' e ( t )  (17) 

when its confidencc limit is d ,  = ,y,?(m, - n) .  where 01 is the 
level of significance. 

To  reduce the effect of noise in the model residual, an 
exponentially weighted moving average (EWMA) filter can 
be applied to e ( t )  as follows, 

Z ( l )  = yZ( t  - 1) + ( 1  - y ) e ( t )  (18) 

where 0 I y < 1. From Eq. 18, it directly follows that 

which is also normally distributed. Therefore. wc define a fil- 
tered detection index 

where R ,  is thc covariance matrix of Z ( t )  which can also be 
estimated from the filtered process data. lf, for a new sam- 
ple, 2s  ,y,?(m, - n ) ,  the process is normal; othenvisc, a fault 
has been detected. 

Extension to other forms of dynamic models 
Although the DSRAMS is proposed in terms of a subspace 

model, it can also be applied to many types of dynamic mod- 
els, such as state spacc, ARX, and FIR models. If the state 
space matrices A ,  B ,  C ,  and D arc available, we can simply 
convert them into r, and H,  using Eqs. 3 and 4. Then, we 
can calculate the subspace model B,, based on r\ and H , .  If 
the system model is described by the following ARX model 

Fault Identification with Maximized Sensitivity 
After the detection of a fault, the faulty sensors must be 

identified subscquently. Gertler and Singer (1990) developcd 
a ,structured residual approach that isolates faults by rotating 
the model residuals to generate a set of structured residuals. 
A structured residual is dcsigned so that it is insensitive to 
one fault or a group of faults, while sensitive to others. The 
dcsign logic for all possible faults forms an incidence matrix 
which relates the faults to the set of structured residuals. For 
example, for the case of four sensors, the incidence matrix 
which is insensitivc to one fault while sensitive to others has 
the following form 

fl f 2  fi f 4  

r 1 0  1 1  1 

r3 1 0 
r ' 1  0 1 

1 1 1 0  r4 

where 0 means insensitive and 1 means sensitive. To maxi- 
mize thc ability to isolate different faults, Qin and Li (1999) 
propose a structured residual approach with m~iximized sensi- 
tivity (SRAMS) for steady-state processes. In the SRAMS 
method the structured residuals arc designed to be insensi- 
tive to one group of faults, while being most sensitive to oth- 
ers using available degrees of freedom. The resulting struc- 
tured residuals are unique in this design. In this section, we 
extend the SRAMS method to the case of dynamic processes, 
deriving a dynamic structurrd residual approach with maxi- 
mized sensitiuity (DSRAMS). 

Dynamic SRAMS method 
For static model-based fault detection and identification, a 

single sensor fault affects only one element of the measure- 
ment vector. However, for thc dynamic model-based fault 
identification, even a single sensor fault affects multiple ele- 
ments of the measurement vector z , ( t ) ,  resulting in a multidi- 
mensional fault. Therefore, we present the DSRAMS fault 
identification method for the case of multidimensional faults, 
which considers single sensor faults as a special case. 

For multidimensional faults, the product matrix B,E,  in 
Eq. 14 can have linearly dependent columns even though E ,  
is orthogonal. In this case, we perform singular value decom- 
position (SVD) for this matrix 
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where 

is the fault magnitude projected on U,. 
To identify faulty sensors using DSRAMS, we need to gen- 

erate a set of structured residuals in which the ith residual 
r , ( t )  is insensitive to a group of sensor faults (including the 
ith sensor fault) and most sensitive to others. Defining 

where w, E @'", " must be orthogonal to the columns of (i 
while having minimum angles to the columns of other fault 
matrices Ui for I # I .  Mathematically, this criterion to design 
w ,  for r = 1. . ., m,, where m f  is the total number of faults, 
is equivalent t o  

subject to 

Ur7w, = 0 and 11 w, I /  = 1 

Therefore, we choose w, in the orthogonal complement of U, ,  
that is 

w, = ( I  - (iu,') W ,  (27) 

The objective (Eq. 26) now becomes 

m ,  111 , 

subject to 

tion to the following equation 

Rearranging Eq. 30, we obtain 

qi = ( I  - (i q7)q = ( I  - U , U , . T ) Z u /  = ( I - u, (if )q 

Therefore, Eq. 31 becomes 

Ill f 

c q,qT( I - U,U,') W ,  = A( I - U,q7 ) W ,  
] = I  

(32) 

Using Eq. 27 again we have 

Therefore, w, is simply the eigenvector of C~!J , U , , U , ~  associ- 
ated with the largest eigenvalue. Note that only this largest 
eigenvalue satisfies the sufficient condition for the objective 
in Eq. 28 to achieve the maximum. 

It should be noted that one can design a structured resid- 
ual to be insensitive to several sensor faults while most sensi- 
tive to others, as long as there are enough degrees of free- 
dom available. One must satisfy the isolability condition in 
this design (Gertler and Singer, 1990). The detailed algo- 
rithm is similar to the one described previously, except that 
several fault direction matrices should be included in Eq. 22. 

Fault identification indices 
After the structured residuals are generated, decision about 

which sensor fails has to be made. Due to modeling errors, 
measurement noise and other uncertainties, the residuals r , ( t )  
are not equal to zero. From Eq. 25, we can infer that if there 
is no fault 

r , ( t ) = w : e * ( t ) -  X(O,wTR,w, )  i = 1 , 2  ,.... M,. (34) 

If the j th  fault occurs, the residuals 

where 
I I ( I - u, q7 ) W, I I = 1 (29) 

P,, = w J q f ; ( t )  where 

Consequently, if there is no fault 
U/,  = ( I  - u,U,T)U/  ( 30) 

is the projection of q on the orthogonal complement of U,. 
Applying a Lagrange multiplier. W, is found to be the solu- 

(35 1 

(36) 
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Thcrcfore. we could use r"t) as a fault identification index. 
In  order to reduce the effect of random noise and model- 

ing errors, these residuals often need to be filtered before 
being used for fault identification. Further. several typcs of 
indices are required to be sensitive to different types of faults. 
For cxamplc, using a low-pass filter will identify bias typc of 
faults casily, but it  will not he sensitive to faults with high 
frequency changes. On thc other hand. a fault identification 
index without filtering will give false identification due to 
noise. Qin and Li (1999) provide four types of indices to deal 
with this issue: ( i )  an EWMA filtered structured residual 
(FSR): (ii) a gcncralized likelihood ratio (GLR) based on the 
structured residuals; ( i i i )  a cumulative sum (Qsum) of the 
structured residuals; and (ib) a cumulative variance (Vsum) 
index. The EWMA based FSR provides smoothing to the 
residuals so that high frequency noise will not cause false 
alarms. The GLR and Qsum are essentially equivalent which 
use ii rectangular moving window to filter the noise. The 
Vsum index is specifically designed t o  identify prccision- 
degradation faults which have large variance changes. 

When an EWMA fil-  
ter is applied to  r , ( t ) ,  the filtcrcd structured residual is 

EWMA Filtered Structimil RPsiduals. 

?,(t ) = yF,( t - I )  + (1 - y ) r , (  t ) - 31. (0, w:E<,w,) ( 3 7 )  

when there i\ no fault. When the j th  fault occurs, we can usc 
the tollowing FSR index to identify the faulty censor 

This will allow us to identify the faulty sensor. 
I f  a sensor fault incurs sig- 

nificant changes in thc mean such as bias or drift, the gencr- 
alized likelihood ratio test is usually appropriate to use 
(Benveniste et at.. 1987: Basseville et al.. 1993). If sensor j is 
faulty, the GLR for the ith structured residual is (Qin and Li. 
1999) 

Gcricrulized Likeliliood Ratios. 

because 

1 I 

(39) 
h ~ I I ,  - I 

where [ f  - t,, + I . r ]  is the time window that include the faulty 
period and t , ,  the window width. Therefore. if sensor j is 
m t y  

We then define a GLR index as follows 

Under normal conditions, I&(I ) ( i = I ,  2. . . . ,?Ti 1 are less 
than one. If  sensor j is faulty, /AL&) will be less than one 
for i = j ,  but all other Itj,,K(t) ( i  # j )  will be larger than one. 

I f  a sensor incurs a precision 
degradation fault (that is. mainly variance changes). both FSR 
and GLR will have difficulty identifying it. In this case. we 
can use ii cumulative variance index 

Cumulrtive Variarm Irides. 

Under normal conditions, the following ratio follows a Chi- 
square distribution with (t ,$ - I )  degree of freedom (Hald, 
1952) 

Therefore, we define a normalized index for Vsum, 

A value above one for this index indicates 
tioii. If sensor j is faulty 

an abnormal situa- 

Fault estimation 
With the presence of a sensor fault, as shown by Eq. 14, 

e ( r )  increases in magnitude. Since the fault direction has been 
identified, we choose a time function f , ( t )  in the direction of 
R,E ,  to minimize the effect of the fault on d t ) ,  that is. to 
minimize 

A least-squares estimate for tbc fault magnitude based on 
Eq. 22 is 

where ( ) '  stands for th,c Moore-Penrosc pseudo inverse (Al- 
bert, 1972). Note that f , ( t )  contains the estimates of the fault 
values consecutively from f - r through I .  Since we are usu- 
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ally intcrc\tcd in estimating the current f:iult valuc, u e  only 
nccti to coniputc thc associated rows in f , ( t ) .  

Isolating setzsor faults from process changes 
Although 1111: ultimate ol?jtctivc of this work is to detect 

and identil) wnsor faults. process changes. whether norinat 
or  a l m m i a l .  ciin interfere with the sensor validation results 
and c;iusc I'iilsc alarms. Therefore, it is important to distin- 
guish sensor laults from process changes. 

TLpic;illy. process changes can be classified into three cate- 
gories: 

( i )  t i iiimxwi-cd. normal process disturbances: 
( i i )  slo\$ process degradation which may or  may not lead to 

i i  procc\s Pault: aiid 
( i i i )  abnormal  process changes Lvhich prohibit the process 

l r o n i  functioning normally. 
changes can be further divided into two 

typcs: iidditi e aiid multiplicative changcs. For example. leak- 
age in ;I pipcline system is a typical additive fault, while a 
process parameter variation is a typical multiplicative fault. 
Unmeasured process disturbances can affect the process ei- 
ther :is an additive change (such as ventilation) or  as a multi- 
plicatiLc ch:ingc (such as inlet concentration). In principle. 
both ;idciiii\c and multiplicative changes affect the residuals 
differcntlq I'i'oni sensor faults. Therefore. they can be distin- 
guishcd f r o n i  sensor faults. T o  deal with the effect of additive 
changes d / ) ~  !)Of,. wc can write e ( 0  and the structured 
residuals :IS lolliws assuming that no scnsor faults occur 

where Z,, is the direction in which the process fault affects 
the measurement. As long as Zc/ does not overlap with any 
one of the sensor fault directions Z,. all structured residuals 
are affected by the fault. Therefore. based o n  this analysis. 
we can distinguish sensor faults from process disturbances or  
faults. 

Multiplicative process faults typically lead to 21 change in 
the process model. For example, we can have the process 
matrix 

B ,  ,, = B ,  + lB$ 

The wuc tu red  residuals are still generated based on the 
model matrix B , .  that is 

r ; (  f ) = WFB,Z,( f ) = W,'B, , ] Z > (  t ) - w,'lB z , (  f ) 

The first term on the righthand side of the above equation is 
random noise that defines the confidence limit. while the scc- 
ond term is the effect of multiplicative process changes. 

Since the process parameter change lB> i s  typically u n -  
known before hand and does not coincide with ;I scnsor fault 
direction, multiplicative process changes will affect all residu- 
als r , ( t )  for i = 1. .. .. m, .  Therefore, multiplicutivc process 
faults can also be distinguished from sensor faults. In  sum- 
mary. if the fault detection index detects a fault!- situation. 
and all structured residuals are affected. it is likely ii process 
change instead of a sensor fault. 

Figure 2. Fault detection, identification, and reconstruc- 
tion results for a bias in output sensor 3 of a 
simulated 4 x 4 process. Figure 1. Process data for a simulated 4 x 4 process. 
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Consistent Estimation of the EIV Subspace Model 
In order to carry out the fault detection and identification 

task, we must have a dynamic model of the normal process as 
given in Eq. 1. One way of building such a state space model 
is to use subspace identification methods. Recently, many 
types of subspace identification algorithms are available (such 
as, Van Overschee and De Moor, 1994). Because most of 
them assume that the system input is noise-free (Verhaegen, 
1994; Van Overschee and De Moor, 19941, these algorithms 
give biased estimates for the EIV model in Eq. I (Chou and 
Verhaegen, 1997). 

To identify a consistent model from noisy input-output ob- 
scrvations, Moonen et al. (1989) propose an EIV subspace- 
based identification method using quotient singular value de- 
composition (QSVD). This scheme gives estimates of the sys- 
tem matrices ( A ,  B ,  C ,  D} under the assumption that the 
input and output are corrupted with white noise. The EIV 
SMI algorithm proposed by Chou and Verhaegen (1997) al- 
lows cross-correlation in the noise terms 

4,, (47) 

where 61,, is the Kronecker Dclta function. 
Most of the SMI methods involve two steps in the identifi- 

cation: ( I )  estimate the subspacc of the extended observabil- 
ity matrix r, and the Toeplitz matrix H , ;  and ( 2 )  estimate 
( A ,  B ,  C ,  D} from thc extended matrices. For the purpose of 
fault detection and identification, however, we only need to 
identify the matrix B, in Eq. 11. Since from Eq. 12 

we propose an EIV method to identify B, by estimating 
-(r>L and (r,L)T directly from noisy input and output 
data. 

Given corrupted input and output measurements ( u ( t ) }  and 
(y(t)} for t = 1, 2, . . . , N + 2s,  we can formulate the following 
block Hankel matrice3 

U , = [ u , ( t + ~ ) u , ( t + s + l ) . . . u , ( t + ~ +  N-1)] 

[ u ( t )  u ( t + I )  ... u ( t +  N - I ) ]  
u ( t + l )  U ( f  +2) .. 

. .  = I  . .  
I l ( t  + N )  

I l  
Lu(t  + s) u ( t  + . F +  1 )  ... u ( f  + s  + N -  I ) ]  

and 

for 1 = I and t = .s + 1. Similarly, w can define a matrix 

2, = [yt ‘  u,’]’ 

From Eq. 2 it is straightforward to have 

y,=r,x,+ H , u , - H , v , + G , P , + ~ ,  (51) 

where X I  = [ x ( t )  x ( t  + I). . .x(f  + N - l)], the noise matrices 
U,,  I: and 0, have the same block Hankel form as yt, and the 
noise terms are finitely correlated according to Eq. 47. 

Setting t = s + 1 in Eq. 51 and post-multiplying it by 
I/N(Z: ) givc rise to 

1 1 1 

N N N 
- - H , V , + , Z f + - G , l ’ T + l Z ~  + - 0 , + , Z T  ( 5 2 )  

We now examine the last three terms of the prior equation. 
These three terms will vanish to zero as N +x, because the 
futurc noises V ,  + I ,  P,+ I ,  and O,+ I are independent of past 

201 , , ’ I I ’  ’ ’ - I 

100, , , , I 

0 200 400 600 800 1000 1 2 3 4 5 6 7 8  
too, , , , , , 

1 2 3 4 5 6 7 8  0 200 400 600 800 1000 
Faulty sensor Sensor number 

Figure 3. Fault detection, identification, and reconstruc- 
tion results for a drift in output sensor 2 of a 
simulated 4 x 4 process. 
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data Z /  (Chou and Verhaegen, 1997). Therefore, we have as 
N tendc to infinity, 

1 
N K , ,  = - r s X , y + , Z ~ +  H S K , ,  (53) 

where 

and 

Since our objective is to estimate w,' )' and (rs' )'HS from 
process data. we eliminate the last term in Eq. 53 by post- 
multiplying i t  with 

which is a projection to the orthogonal complement of K,,, 
we obtain 

From Eq. 54 it is clear that K,, ,n; ,  has the same subspace 
as r,. Therefore, by performing SVD on K , , n k z  

where D , .  is a diagonal matrix containing non-zero singular 
values of KY7H$,,  rsL can be chosen as r,' = U 1 4 ~ .  

is identified, pre-multiplying it on Eq. 53 gives After r, 

Therefore. 

We note that the pseudo-inverse is necessary when K,,  
does not have full row rank. This can happen if the inputs 
are collinear or not persistently excited to the order s -+ 1. 
The lack of persistent excitation is typical when the data arc 
collected from normal operations, that is, without designed 
experiments. If the data were collected under a designed ex- 
periment which makes K , ,  full row rank, K : , =  

Summarizing the above derivation, we formulate the fol- 
lowing subspace identification algorithm for estimating B,. 
Note that this algorithm gives a consistent estimate for B, 
under the EIV assumption (Chou and Verhaegen, 1997). 

K;,( K ~ ! ~  K ; ~  ~ I .  

(1) Select an initial estimate of the process order n, and 

(2) Formulate data matrices, Z, ,  Y,+ I, Us+ ,, and calculate 

(3) Perform SVD on K , , n ; ,  according to Eq. 55 and set 

(4) Set n = dim (D,.} and s = n. Repeat steps 2 and 3 once. 
( 5 )  Calculate (r,' )'H, based on Eq. 57. The model matrix 

set s = n. 

K,,, K , ,  and n&. 
rsL = ulL. 

is given in Eq. 48. 

Case Studies 
Simulated 4 X 4 process 

To test the effectiveness of the proposed method, we simu- 
late a 4 x 4  dynamic process with two state variables. The 
process model matrices are 

-0.67 0.67 
A = [  

- 1.6656 0.2877 2.1909 -0.0376 
-0.4326 0.1253 - 1.1465 B = [  

0.3273 -0.5883 
2.1832 

1.0668 0.2944 - 0.6918 - 1.4410 
0.0593 - 1.3362 0.8580 0.571 1 

- 0.0956 0.7143 1.2540 - 0.3999 
-0.8323 1.6236 - 1.5937 0.6900 

D = [  

0 5 400 t 100 
8 2 w  
U 

n - 
u m 

0 0 
0 200 400 600 800 1000 0 200 400 600 800 1000 

10, , , " I 6oor- ' ' ' ' - ' il 

'"D 200 400 600 800 1000 1 2 3 4 5 6 7 6  
i n , . . , . ,  

1 1  I 

,100 ~ p"li , ; , ii. $ 0  r - - 0 -10' 
0 200 400 600 800 1000 1 2 3 4 5 6 7 8  

'"0 200 400 600 800 1000 1 2 3 4 5 6 1 8  
Faulty sensor Sensor number 

Figure 4. Fault detection, identification, and reconstruc- 
tion results for a complete failure in input sen- 
sor 2 of a simulated 4 x 4 process. 
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The process inputs are perturbed w i t h  a nitiltitudc 01 sinti- 
soidal signals with \,arious frequencies. Both input ; m i  o u t -  
put variables arc sub,ject to measurement noise arid t l ic  pro- 
cess is subject t o  process noise. 'Phis situation make\ i t  11 

sary to usc errors-in-variahlcs identification methods. ;IS pru- 
posed in this articlc. The noise terms arc a11 Gaussian white 
noise. 

Noi-ma1 process data, which ;ire shown i n  Figure I. ;ire 
generated and scaled to zero mean and unit variance t o  apply 
equal weighting t o  all vxiahles.  Uiing thc suhspacc idcntili- 
cation algorithm depicted earlier in this article. I', is csti- 

- 0.2430 0.3333 
0.01 14 -0.4744 
0.2773 0.7692 

-0.4417 - 0 . l 2 h l  
-O.3Os37 0.040.3 

0.3-303 -0.2940 
0.0155 0.7357 

- 0.2 I04 - 0..3021 
- ( I 3 1  I S  -0.2036 

(1.4404 (I.01cJ.3 
- 0.2205 0.2 160 

(1. 1067 -0,.3503 

The kcctors wi l o r  i = 1. ".. 8 that gcncrnte the structut-ccl 
residuals :ire giwn in  each row o f  the following ii1;itrix 

Faulty sersor Semsor r m b e -  

Figure 5. Fault detection, identification, and reconstruc- 
tion results for a precision degradation in in- 
put sensor 4 of a simulated 4 x 4  process. 

0.25 -0.74 O.(N -0.12 (1.74 
0.27 -(J.hl 0.20 - 0 2 s  0.07 
0.27 0.74 -0.11 - 0 1 1  0.19 
0 3 8  0.10 -0.(13 0 0 7  (152 
0 4.3 -0.79 0.0s - 0  1 I 0.30 
013 0 0 5  -(1.2l 0.40 0 3 0  
0.13 0.70 0.02 -0.12 O. ( IO  
0.18 -0.50 -0.06 0.22 0.30 

~ 0.4.7 
- 0.00 

0 I I  
0.47 

-0.37 
- 0.34 

0.?3 
- 0.07 

The confidence limits for fault detection and identification 
indices are also calculated bcfore performing online f a u l t  dc- 
tection and  identification. 

F'ault): data are simulated by introducing one of four  t y l x s  
of faults: hias. drift. complete failure and precision clcgr;icl:r- 
tion. In each casc, fault ucctirrence /, varied. For c x h  type 
o f  faults, after the detcction index d(f) triggers ;in alarm, 
three identification indices arc ~ i sed  to identify the faul ty  
sensor. An EWMA filter with ;I coefficient y = 0.98 is ap- 
plied t o  generate the FSKs. The GLR and Vsum indiccs arc 
calculated based on the unfiltered ati-uctui-ed rcsidualr with ;I 

moving window o f  .3 I saniplcs. 
A bias f , ? ( / )  = 0.4 is introduced to tlic output scnsoi- 3 ; i t  

i, = 400. The fnult detection and identification results iii-e 

shown in Figure 2: ( 3 )  fault detection index; (b) FSRs plotted 
over time: (c) estimated fault magnitude: (d). ( I ) .  a n d  ( h )  
hox-whisker plots for FSRs. GLRs. arid Vsum indices ;igainxt 
their confidence limits; ( e )  original faulty sensor: and  (g )  ire- 
constructed values for the laulty sensor. The filtered fault 
detection index effectively detects the fault as / = 407. Aiiioiig 
all fault identification indices. the I-SR u i d  G1.K indice\ i i i - c  

A t lr if t  t!pe fa i i l t  i y  iiiti-oiiuced to o u t p u t  sensor 2 ;is iol- 
I o\\ s 

14hcri ttic lati l t rime t ,  = 355.  The I ' R L I I ~  tlctcction and  identi- 
fic;ition rcst i l ts ;ire ilepictcil i n  I-igurc 3. Similar. to the bias 
taul t  case. the kSR a n d  Gl,R indices ~ r c  effective i n  idcntify- 
iiig that sensor 2 ib  tlic lliLilt scnsor. l 'he V w m  index is not 
cffectihe ;it ;dl its expected, 

A C O m p l C l C  tailure is introtlticcti to input sciisor 7 hy as- 
stiniing t h a t  I / , ( / )  = 0.5 IS constant after thc time instant = 

.344. lhc fault detection anri identifiwtion results ;ire dc- 
pictcd i n  Figui-c 4. I n  this case l'ault detection index detects 
the l ' ir i i l t  a t  i = 345. Further. ;ill tlircc ii1entilic:ition indices 
;ii-c effective i n  unicltict) identifying that input scri\ui- 2 (wnsor 
number 0) is the faulty sensor i n  this c~isc.  The fau l t  recon- 
struction effectively restorer thc noi-iml \aluc\ of the input 
\cIIxor 2. 
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Figure 6. Process data for an industrial 3 x 3 process. Figure 7. Fault detection, identification, and reconstruc- 
tion results for a bias in output sensor 3 of an 
industrial reactor. A variancc degradation fault is simulated by adding zero 

mean Gaussian random sequence with variance cr2 = 4.0 to 
input sensor 4 at t ,  = 355. The fault detection and identifica- 
tion results are depicted in Figure 5. The fault detection in- 
dex immediatcly detects the fault. Among the three identifi- 
cation indices the only effective one is Vsum, which uniquely 
indicates that the input sensor 4 (sensor number 8) is faulty. 
In summary, FSR and GLR indices are effective for all types 
of faults othcr than variance degradation; Vsum is the most 
effective for variance degradation faults only. 

Industrial reactor process 
The proposed fault detection and identification scheme is 

applied to an industrial reactor process, which has three in- 
puts and three output variables. Raw data are collected, as 
shown in Figure 6, and sealed to zero mean and unit variance 
to apply equal weighting to all variances. Using the subspace 
identification algorithm proposed in the previous section, we 
find that this reactor process can be represented by a third- 
order state space model. Before conducting fault detection 
and identification. we calculated TsL, wi for i = 1, . . . , 6, and 
the confidence limits for fault detection and identification in- 
dices. 

Faulty data are simulated by introducing one of four types 
of faults: bias, drift, complete failure, and precision degrada- 
tion to one sensor at a time. In each case, the fault occur- 
rence instant t ,  is varied. 

For cach typc of faults, after the detection index &) trig- 
gers an alarm, three identification indices are used to identify 
the faulty sensor. An EWMA filter with a coefficient y = 0.98 
is applied to generate the FSRs. The GLR and Vsum indices 
are calculated based on the unfiltered structured residuals 
with a moving window of 31 samples. 

A bias f,,.i(t) = -0.1 is introduced to the output sensor 3 
at t,- = 900: The fault detection and identification results are 
shown in Figure 7: (a) fault detection index; (b) FSRs plotted 

over time; (c) estimated fault magnitude; (d), (f) ,  and (h)  
box-whisker plots for FSRs, GLRs, Vsum indices against their 
confidence limits; ( e )  original faulty sensor; and (g) rccon- 
structed values for the faulty sensor. While the detection in- 
dex effectively detects the fault at t = 9 18, the FSR index is 
most effective in identifying the bias fault among the thrce 
identification indices. It is seen that sensors 3 and 4 are both 
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Figure 8. Fault detection, identification, and reconstruc- 
tion results for a drift in output sensor 2 of an 
industrial reactor. 
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below the threshold and arc identified as the faulty sensors. 
Further examination of the process indicates that these two 
sensors are almost exactly collinear as shown in Figure 6. Al- 
though the identification is not unique, it effectively narrows 
down the scope for further diagnosis. 

A drift type fault is introduced to output sensor 2 as fol- 
lows, 

where the fault time t - 850. The fault detection and identi- 
fication results are depicted in Figure 8. The fault detection 
index detects the fault at t = 863. Similar to the bias fault 
case, the FSR index is most effective in identifying that sen- 
sors 2 and 5 are possibly faulty. The Vsum index is not effec- 
tive at all as expected. The fault reconstruction results are 
shown in sub-figure (g), although the reconstruction is noisy. 

A complete failure is introduced to input sensor 1 by as- 
suming that u J t )  = 18 is constant after the instant t ,  = 900. 
The fault detection and identification results arc depicted in 
Figure 9. In this case the fault detection index detects the 
fault immediately. The FSR index is most cffective in identi- 
fying that sensors 3 and 4 are possible faulty sensors. The 
ambiguity is due to the fact that sensors 3 and 4 arc exactly 
collinear. Vsum index is not effective. The fault reconstruc- 
tion effectively restores the normal values of sensor 4. 

A variance degradation fault is simulated by adding zero 
mean Gaussian random sequence with variance c2 = 2.0 to 
input sensor 2 at t, = 900. The fault detection and idcntifica- 
tion results arc depicted in Figure 10. It is seen that the only 
effective identification index is Vsum, which uniquely indi- 
cates that the input sensor 2 (sensor number 5 )  is faulty. In  
summary, FSR is most effective for all types of fault other 
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Figure 9. Fault detection, identification, and reconstruc- 
tion results for a complete failure in input sen- 
sor 1 of an industrial reactor. 
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struction results for a precision degradation 
in input sensor 3 of an industrial reactor. 

than variance degradation; Vsum is most effective for vari- 
ance degradation faults only. The combined use of these in- 
dices can help identify the faulty sensors and fault types. Since 
there are collinearity among some variables, unique identifi- 
cation of faulty sensors may not be possible as demonstrated 
in this real process. 

Conclusions 
A novel dynamic sensor fault identification scheme is pro- 

posed based on structured residuals and subspace models. 
The structured residual approach is enhanced with maxi- 
mized sensitivity to some faults, while being decoupled from 
others. The proposed error-in-variables subspace identifica- 
tion algorithm provides a consistent subspace model suitable 
for fault detection and identification. Using the subspace 
model. both fault detection and fault identification indices 
are decoupled from the process states, which avoids the need 
for state estimation. An EWMA filter is used to prc-process 
the model residual for fault detection and structured residu- 
als for fault identification in order to reduce the effects of 
measurement noise. Statistical methods to determine the 
alarm thresholds for both fault detection and identification 
are developed. The proposed method is successfully applied 
to a simulated dynamic process and an industrial reactor pro- 
cess with satisfactory results. Four types of sensor faults. bias, 
drift, complete failure. and precision degradation are tested 
with three fault identification indices: FSR, GLR, and Vsum. 
Comparisons of these indices on one industrial process and 
one simulated process indicate that Vsum is most effective to 
variance changes, while FSR is most effective to other types 
of faults. Future work is seen in the derivation of fault identi- 
fiability conditions in dynamic systems. 
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